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Vigilance Awareness Week (30th October to 5th November, 2023)

Central Vigilance Commission isobserving Vigilance Awareness Week. 2023 from the 307 October
tor the 5th November, 2023, Every year, Vigilance Awareness Week 15 observed as an outreach measure 1o

create ereater awareness about thetmportance oftinteerity and ethics in public life, The theme for this vearis:
t¢ great bouttl P flintegrity and et public life. The tl foor this

"Say no to corruption; commit to the Nation"

“yeeTER E favy wY; e & ufa et @

As a prelude to Vigilance Awareness Week 21 123, the Commission has sought the participation of all
Central Government authorities/organisations to undertake a three month eampaign (16 August to 15
November) on preventive vigilance activities as focus areis. As a means of cliciting public participation
while also disseminaung mnformanon on vigilance matrers, the Commission has launched a quiz on vigilance

matters,

The Commussion is also 1ssuing three publications : (1) Best Practices in Vigilance Administration,
(i) Increasing transparency through the use of technology, and (iii) Public Procurement: Challenges and
Wav Forward. The idea behind these is to disseminate information regarding effective and innovative

initiatives undertaken by different organizations to serve asa point of reference and a way forward.

The Commission solicits the participation of all the citizens o come together in bringing about

transparency and accountability in public administration.
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(Arvinda Kumar) (Praveen K. Srivastata)
Vigilance Commissioner Central Vigilance Commuissioner
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Dilip Kumar Singh
Principal Exe. Director (Vigilance) &
Chiel Vigilance Officer
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MESSAGE

Vigilance Awareness Week 1s observed annually to emphasize the significance of morality and
Integrity in puhlir: life, This year, it will be celebrated from 28th October to 3rd November, 2024 with the
theme chosen by the Central Vigilance Commssion (CVC) being e sel Wﬁwzﬁ Wﬁg"
or "Culture of Integrity for Nation's Prosperity.” The theme underscore the idea that a nanon's long
term success and development depend on tostering a culture of honesty, ethics, and accountability across all

levels of society,

The CVC has direcred all orpanizations to undertake certain preventive vigilance activities,
highlighting these as key focus areas. The Vigilance Department of Indian Railways is regularly taking
various measures to enhance transparency in the system and promote systemic improvements, A three-
month campaign in this direction has been initiated, running from 16th August to 15th November, 2024, |

trust that all units are doing what is necessary to achieve the objectives of the campaign.

| firmly believe that by implementing preventive measures and raising awareness among Railway
u!nplnj.':,-vﬁ and the pLLh]il:, we can significantly reduce, if not eliminate, corruption within the organizanon,
Indian Railways holds a strong potential to eradicate corruption if we all work in unison, pledge not ro take
or give bribes, and adopt stringent measures to tackle this menace head-on.

| extend my sincere greetings to everyone contributing to this movement and wish you all a
successful Vigilance Awareness Week.

(Dilip Kumar Singh)
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ROLE OF EXECUTIVES IN VIGILANCE ADMINISTRATION

Nilmani
SDGM/NER

Vigilance administration is an important part of railway administration. All of us have come across the
statement that we are our own Vigilance Officers. However, in actual working of the executives, this often
gets relegate to the background. It is thought that vigilance aspects are to be taken care of by the Vigilance
Department only. This attitude will have to change if we want to achieve the goal of a fully transparent and
corruption free working in the organization.

Grievance redressal : A comprehensive system of grievance redressal has been put in place on the Indian
Railways. This includes monitoring of receipt of complaints and their redressal at the level of Railway
Board/Ministries. Redressal of grievance at the lower levels is equally important. However, major
deficiencies are being observed at these levels. System of receipt and accountal of complaints is found
missing in a large number of offices. Also, the quality of reply to the complainants is often found wanting. An
efficient system of grievance redressal at the levels right up to the in-charge supervisors would be very
effective in exercising checks on unscrupulous activities, reducing the quantum of complaints being made
to Vigilance Department.

Rotational Transfer : As per policy directives of CVC, officials dealing with sensitive matters should not
continue on the same paost for more than four years. Accordingly, Railway Board have identified sensitive
post of officers, and have authorized General Managers to identify other posts as sensitive, as considered
necessary. Railway Board have also identified categories of sensitive post of supervisors. Rotational
transfer is important for ensuring that officials do not develop vested interests, continuing for long period on
the same post. This exercise is to be carried out by executives with utmost diligence, keeping the objectivein
mind.

Officials of doubttul integrity : There is system of maintenance of record of officials of doubtful integrity by
the Vigilance Department. For officers, Secret List and Agreed List are maintained as per the instructions
contained in Indian Railway Vigilance Manual. These officers are not to be posted on sensitive posts. Officers
borne on these lists should not be nominated for any Selection/Screening, on Tender Committee, as
Arbitrators or Inquiry Officer, and on foreign assignment/deputation. Itis to be ensured that these officers do
not deal with matters which involves large financial value or matters where there is a scope of improper
exercise of discretion. Also, there is a provision in Indian Railways Vigilance Manual for monitoring of list of
supervisory officials of doubtful integrity. PHODs and DBMs are required to identify such officials and advise
Vigilance Department. The purpose of the list is to make preventive checks of Vigilance Department more
fruitful.
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Timely finalization : Executives also have an important role at the stage of Vigilance investigation and
further follow up action. Expeditious finalization of Vigilance investigation and resultant DAR action against
corrupt officials is important. Timely disposal of vigilance cases is critical for the morale of bonafide officials
involved therein. A close monitoring of cases by the executive in-charge, particularly at the DAR stage,
would avoid undue delays.

Disciplinary action: Executives play a crucial role as Disciplinary Authority in Vigilance administration. At
the stage of issue of chargesheet (1st stage), Disciplinary Authority's opinion regarding the action to be
taken against the suspect officials is taken into consideration by the Vigilance Department. At the stage of
imposition of penalty (2nd stage), decision of Disciplinary Authority prevails, and role of Vigilance
Department is advisory. Indian Railway Vigilance Manual clearly lays down the procedure on consulting the
Vigilance Department. This needs to be followed by the Disciplinary Authority during the DAR process. A
well considered decision by the Disciplinary Authority on quantum of punishment, considering the
provisions of Discipline and Appeal Rules and the organizational objective of zero tolerance to corruption, is
critical.
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WRETY o1 & ATETEAIS H WHF: Uhr B g S e g
1.0 ¥e(Brick)

T TS WA AP © W1 WE N UF 9 i gor THE B | g @t dd 7 e @ wfee
BR1 $C F91E W & | §21 & STAIhIY SR & §iad, el a1 9591 7§ 3R wel &% 9e 26 £ 158
faft gy & &, R suaiy Pty &5 9 srerm srem stva & forg fasn wiren B 1 e @1 =
He WME § | 399 o afR ey & snar R €8 & g 0 faftre &3 @ ds @ sar vears o
£l
1.01 UF 372! 3¢ & 701 ( Qualities of a Good Bricks )

- $2 U |H SN B =R |

Il- T G759 | HER AR TR A e &1 Firen |

-2 fEg= 3 w1ret =) 331/ & T S 2 =1 |

V- a3 ves ge @ 1 Hrex & Srars 9 R o 2, 9 99 ghel 8 ge ARy |

V- 24 H2 o e A A a de d 9 20% W siftres o wé wreen ke |
1.02 W% 372851 $€ @ Ued ( Constituents of a Good Bricks )

a) T — 20% ¥ 30%

b) feferer — 50% ¥ 60%

¢) TAT — 5% A HH

d) AT RIS — 5% H 6%

e) TS — 9 A=
1.03 ¥ @ W ( Types of Bricks )

a) Common burnt clay bricks

b} Fly ash lime bricks

c) Clay fly ash bricks

d) Tile bricks

e) Brick bats

f) Jhama bricks
1.04 ST 978 @ W1 ( Types of Brick Bonds )

T TS U 9155 & foreTn] SYaTT 5a+ & aiam], T4 fg @ w7 g2 & avorie @ fore i
ST B €8 @ Wire @ UeH @ S a1 San e & | Rt &5 # O oS0 UaR @ §1el 6 9uan
frm e R s g -
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a) FITHET 4T (Flemish Bond)
b) SrRrSh &TS (English Bond)
¢) ¥ ET=S (Stretcher Bond)
1.05 $€1 % AT MY ( Standard Sizes )

Types of bricks/ tiles Length L (mm) Width W(mm) Height H{mm)
Modular Bricks 190 90 90
Modular Tile Bricks 190 90 40
Non-modular bricks 230 110 70
Non-modular tiles bricks 230 110 44

1.06 $& @1 A ( Classification of Bricks )—

Classes of common burnt clay bricks based on15-1077

Average compressive strength not less than
Class Designation N/ mm? Kal/om?
12.5 12.5 125
10 10 100
7.5 1.5 75
5 5 50
35 35 35

1.07 Sampling and Tests-
I- Sampling -
a)  Sampling from a stacks—oTd ¥l STl ¥ | S & A1 o111 8, 1 W Bl Fg anaiad
a1 wiede We # o fFar S &R 9@ s Aavad 9 | se e
TCE | 39 g 9 fore v o S o i g i e Rmr i afs e @ e $
T ¥ g1 P A fordn of 6 |

b)  Scale of sampling and criteria for conformity for visual and dimensional characteristics

— Far characteristics specified for Fﬂf dimensional characte-
‘||.1 the ot individual bricks ristics for group of 20 Bricks
Number of bricks Permissible no. of Number of bricks to
to be selected defective in the sample be selected
2001-10000 20 1 40
10001-35000 32 2 60
35001-50000 50 3 B0
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2.

t)

Scale of sampling for physical characteristics

)

b)

c)

Lot Si Sample size for compressive Permissible no. of
el strength, water absorption defectives for
and efflorescence efflorescence
2001-10000 5 0
10001-35000 10 0
35001-50000 15 1

II- Testing— $21 & =51 &1 fr=ferfam aderor fovan wmen &

Dimensional tolerances —s¢1 & fafir=1 s &1d €, 3 §9 3Nl @ fawdR ¥ a-died
fepan & anfes fsrfor & war=a 81 1 RN 9 $ SEN, WEH R $¢ @ ATHR 190
A kg0 it x 00 il ® | e ameeR X 2 & Fofor ufRiTarenalt 3 = wu 9 v A e |
WIS Yerd 3 A1 Ao g1 &1 1 WA o Wi &, forerest e 230 et x 10 T
70 PR BT & |
Water absorption— S T18707 3, Ueel £ @1 3% feaafay (W) 3 <fver e & o fisR g 24w
o forg Uil 7 ¥ 8 21 9 € | 24 HE1 & fawer & 91|, 21 1 ien Rafy (w2) A R |
$og foea WTen & | Y ofR el Refd & 9ra awi &1 e $¢1 g1 HGenfud (Absorbed)
el & WY W HIA S B | de urH srggimon o 5 ufdere (%) # RuiRa S erd g |

Water absorption (%) = ( [(W2-W1)/W1]* 100
<21 5T 99 U ol gue S iferes Torae (Best Quality) ST ® Ue €€ @1 aree Tora
@ Y | /] A0, afS 98 379 991 @ 20% A e g Absorbed TE S E |
Efflorescence— S @1 ST S+ @ fe1g foa ST aTe qiei, Uhei ey ¢ Saaldl &,
9 S H, §21 91 UdE W Wb ey WHig &) Wi 1 S B €0 U UrE N B @
BN g &

oS¢ H @ I e, oA U s 8 W e |
T ST B & 918, 4R fheeeiied 8 o # |
e g, T e O R 91 9hE 1 P g R a9 ¥




d) Compressive strength— S f21E % W= &1 Aen WX ST 24 Sef: gwehl ¥rvdre wefy
DI ST B SN & | S a1 U HH IU1E £, 36 g Wd & Aaeddal AR 91§ W
€ | &6 @iferd (HAND MODULAR) 9 37ee8l THE Uahl &8 s¢ @ daord aieyd (Compressive
Strength) 5 ¥ 10 N/mm’ (50 kg to 100 kg/em’) &1 SIRH & | 9IRS 7S =437 (BIS) 7 $21
arifex e e Wiy & s v e & |9 g e o1 e 35 kg/em? @ HH el
BT R |

compressive strength = maximum load at failure (in N)
average area of bed faces in mm2

2.0 ¥ (Fine Aggregate )
a8 ThrTe foraa sferaerer 9 4 75 mm IS B | URT & T &, 99 g v FEd | HiEH
e # H I ¥, TS T 36 A1 S gurdl ¥4, TRl H1 31 I1 WY, €6, e U9,
it (S 5) 1 I Wi 291 S IS 6. 2686 & A Bl | U8 FeR, fRFTS:, TRRfTe w9 H
fAfira, vaee Al faue areh eiftr, e vard anf 3 o6 2 anfRy she aws & e
1 w¥ i Efere srefaal O f amaes uigvige, 4R, wavn, Sgel, Sy, 9e 91 3 avE
PN USRI U W H 17 O w0 @ Aty foes arg @ e 81 /el wnes
FHIC B HARA, qHd, Y@ A1 JURAR W gfdel Y9E 98 | 99 SRS AHid &
yfereT &1 91 5% ¥ aiferes 78] e 9y |

2.01 717 &Y | (Silt Content)— Te TiTE (Ya) § firee ot siftrasers wmsn 8% < srfere 78 &t =mf@w |
Hreprd wfererd § A Riee I BIgd U &1 891G S, @i e 6 A/ Wi @ $
v an e, forres for @1 sifcfRes e =78 fon e |

2 02 9fE (Grading)— 0T ST & LR U, W TR & 91¢ & A aififed fvar oman & | FHaffa
AfEer e & 7 Frrae anfere 3 o e & v a1 o AR 600 TrgEr andoy werh
@ areTrar ver @ fod fad A & ) i 9 Ty ot B, Rt @er wran 5 uforerd @ sifere
6 B B, 59 99 AfEn d= @ fraw s aren w1 s | S S for S, Ya sa &
wEA 2, srerfa AfE - e Aren v AfE S e w8 |

Percentage Passing For

IS Sieve Grading Grading Grading Grading
Zone-| Zone-ll Zone-lll Zone-IV

10 mm 100 100 100 100
4,75 mm 90-100 90-100 90-100 90-100
2.36 mm £5-95 75-100 85-100 95-100
1.18 mm 30-70 55-90 75-100 90-100
600 Microns 15-34 35-59 60-79 80-100

300 Microns 5-20 8-30 12-40 15-50

150 Microns 0-10 0-10 0-10 0-15

°




Note -1: TS T2IF @1 ¥ & fe1U, 150 AISHI BET1 1 S WAl &1 GgIav 20 iorerd & faar mn & |
E I BTl U= oA B 1ol 5 Wiere A+ Be P1 UHIdd 78l Bl & | 5% AT~ ge B
farfora fopan wn waan &, Samexvl & fore, 72 i oer 3 9§ Uld Uv 1% 3% Y Y 2% 1 UH
Vel IR 4% 3R GHYUR 1% B Hhal 8 |

Note-2: AFS7 &1 IV & 314 BIg TiNTe &1 IudnT yaferd drie sbie 3 72 fhar smm o9 % 6
YR 5107 ST ) SugThal GiATEEd S @ fery yRiaor T8 fhy U E |

Note-3: T*eX i @ fefu AICR &1+ & aaead ¥ 15:1542-1977 & arwd el 3R s &l & forg
15:2116-1980 & 3[4 &1 |

Note-4: TfS HHET ¥4 &1 SUANT B ) A &, T U1 H I3 7Y 9 811 & 918 BgA ire & i4feT
&1 Hedre faan aEr Ay |

203 IR {67 S 9161 B TR & YHR AR A4S (Type And Grading Of Fine Aggregate To Be Used)

g7 ey A e fosar e | g8 Hd vE, HEM Y6, TR 6 g, TR B gel, §IE! a1
oS U B | e e staen (Al T 8wt Ya @ aude Y srgafer & S | fRavr S
fearmare—
a) HIEI ¥ A1 A K Y T T @I 1 ¥ 1 G111 WA 81 Gl & |98 A1, N80T, By, g
¥ febe o1 3R e XY ueied § 51 80T | 39! AfE arferdt 2.02 @ AFET G 1, 01, 1
e & aferla 3o | H1E S o Haan 9147 (Fineness Modulus) 2 5 3 &9 <18 2191 918 |
b) &I Y& I1 1 G113 AT F I TS B AN B ool & 139 AfSn afera 202 %
AFET T IV B A1 S Sree A | 7ES Ya @ a7 (Fineness Modulus) 1.0 9 59 81
B =feT |
¢) ¥ S HOR TeR) U1 GO B HES B YK D A ¢ | FHD A& arfera— 2.02 & AfE
A |, I | @t T S AR e |
d) AT SYE THRAEY (Marble) T HES Y UIEl @1 Wi & | g 4TS wifere- 2.02 @ e
FAA—IV 21 G @ aferfe amut |
3.0 i) (Coarse Aggregate ) — UiiIe, wie & HamQUl HeH & 9l Hhle I SHR ad & | R R
B W FH T & | HhIc Dbl Gl /A H 70 BO% HFT TANCH (aggregates) T & | WE TS
@ 4 75 ol 1w & e werd fear s o e # 91 g5 e vl @ ot vivied
(coarse aggregate) Tal ST & | 39 20 3 GO, PIEe iR giesy A E |
3.01 Types of Coarse Aggregate— UTHTE & WebTe fomiae &

a) Stone Aggregate]
b) Gravel]

c) Brick Aggregate)
d) Lightweight aggregate
3.02 Size and Grading—
a) Nominal sizes of graded stone aggregate or gravel shall be 40, 20, 16, or 12.5 mm as specified-
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Graded Stone Aggregate or Gravel

IS Sieve Percentage passing by weight for nominal size of
Designation 40 mm 20 mm 16 mm 12.5 mm

80 mm 100

63 mm - - - -

40 mm 95to 100 100 - :

20 mm 30to 70 95 to 100 100 100

16 mm - 80 to 100 -
12.5 mm - - - 90 to 100

10 mm 1010 35 25t0 55 30to70 4010 85
4.75 mm Otob Oto10 Oto 10 O0to 10

b) Nominal sizes of single sized stone aggregate or gravel shall be 63, 40, 20,16, 12.5 or 10 mmas

Single Sized (Ungraded) Stone Aggregate or Gravel

IS Sieve Percentage passing by weight for nominal size of
Designation | 63 mm 40 mm 20 mm 16mm | 125mm | 10mm
80 mm 100 g =
63 mm 85-100 100 -
40 mm 0-30 85-100 100 - -
20 mm 0-5 0-20 85-100 100 - -
16 mm - - - 85-100 100 -
12.5 mm - - - - 85-100 100
10 mm 0-5 0-5 0-30 0-30 0-45 85-100
4.75 mm - - 0-5 0-5 0-10 0-20
2.36 mm - - - - 0-5

ARG Yerd & SRIa-Is] § 9g AEiE Ol €2, BEF tiNe vd S T @ Suan
QU HI-eh Ud | IS HIe & AHR 2l 81 =iy |

EE E R R St 2 bkt



UNDERSTANDING CYBER CRIME: A GROWING THREAT IN THE DIGITAL AGE

Ankit Saxena
Dy, CVO/ Stores

Cybercrime refers to illegal activities conducted using computers, internet, or other digital
technologies. As the world becomes increasingly interconnected, the rise of cybercrime has become a
significant challenge for individuals, businesses and governments worldwide. From data breaches to
ransomware attacks, cybercriminals exploit vulnerabilities in digital systems, causing financial, operational
and reputational damage. This article provides an overview of cybercrime, its various forms, and the steps
that can be taken to mitigate its impact.

What is Cyber Crime?

In general cybercrime may be defined as “Any unlawful act where computer or communication device or
computer network is used to commit or facilitate the commission of crime”. Cybercrime involves criminal
activities that target or utilize computers, networks, and digital devices. It ranges from relatively simple
offenses, like sending fraudulent emails, to sophisticated attacks that can cripple entire organizations or
even governments, Cybercriminals are motivated by various factors, including financial gain, political
agendas, revenge or even just the thrill of causing disruption.

Cybercrime is typically categorized into two broad types:

1. Crimes that Target Computers: These are attacks where the computer itself is the victim. This
includes activities like hacking, malware attacks, and denial-of-service (DoS) attacks. The goal here s
often to steal, manipulate, or destroy data, or to render a system inoperable.

2. Crimes that Use Computers as Tools: In these cases, computers are used to carry out traditional
crimes such as fraud, identity theft, and the distribution of illegal content. These crimes leverage the
anonymity and scale of the internetto reach a vast number of victims with minimal risk to the perpetrators.

Types of Cyber Crime

Cybercrime takes many forms, each with its own unique characteristics and consequences. Below are
some of the most common types of cybercrime:

1. Phishing : Phishing involves tricking individuals into revealing sensitive information such as
usernames, passwords, and financial details. This is often done through fraudulent emails or fake
websites that resemble legitimate services. Spear phishing, amore targeted form of phishing, is aimed
at specific individuals or organizations, while whaling targets high-profile individuals such as CEOs.

2. Ransomware: Ransomware is a type of malware that encrypts a victim's files and demands payment
in exchange for the decryption key. This form of attack has seen a significant rise in recent years, with
cybercriminals targeting both small businesses and large organizations. In many cases, victims are
unable to recover their data without paying the ransom.

3. Identity Theft: |dentity theft occurs when a cybercriminal steals personal information such as Social
Security numbers, credit card details, or banking information. This stolen information is often used to
commit fraud, make unauthorized purchases, or open accounts in the victim's name.
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Hacking: Hacking refers to unauthorized access to computer systems or networks. Hackers may
breach a system to steal data, install malware, or simply disrupt operations. While some hackers are
motivated by financial gain, others may hack for political reasons, personal vendettas, or as part of
organized cybercrime syndicates.

Denial-of-Service (DoS) Attacks: A DoS attack overwhelms a server or netwark with an excessive
amount of traffic, causing it to become slow or completely unavailable to users. Distributed Denial-of-
Service (DDoS) attacks, which use multiple systems to carry out the attack, are even more damaging
and difficult to stop.

Cyberbullying and Harassment: Cyberbullying involves the use of digital platforms to harass,
threaten, or humiliate individuals. This type of crime is particularly prevalent on social media and can
have severe psychological effects on victims, especially young people.

Fraud and Scams: Online fraud and scams encompass a wide range of activities, from fake lottery
wins to investment scams. Cybercriminals use the internet to trick individuals into transferring money,
providing personal information, or making purchases from fraudulent websites.

Malware: Malware is software designed to damage or disrupt computer systems. This includes
viruses, worms, trojans, and spyware. Some types of malwares are used to steal information, while
others can cause significant damage to the systems they infect.

Child Exploitation and Abuse: The internet has unfortunately become a platform for the distribution of
illegal content, including child parnography and materials related to child exploitation. Cybercriminals
use online platforms to groom and abuse children, making this a particularly concerning form of
cybercrime.

Cybercrime Against Individuals

Cybercriminals often target individuals for financial gain, identity theft, or personal revenge. Commaon

cybercrimes against individuals include:
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Identity Theft: The unauthorized use of someone's personal information (e.g., identity documents,
credit card information) to commit fraud or theft.

E-mail Spoofing: Cybercriminals send emails that appear to be from legitimate sources to trick
recipients into sharing sensitive information.

Online Fraud: Scams like phishing, fake online shopping sites and fraudulent investment schemes
targetindividuals seeking to steal their money.

Cyberstalking and Harassment: Individuals are targeted through social media or other online platforms
with threatening or malicious messages.

Cyber Bullying: Digital platforms are used to harass or intimidate individuals, particularly teenagers
and young adults.

Cybercrime Against Organizations

Organizations are frequent targets of cybercriminals due to the potential for significant financial gain or

disruption. Some of the most prevalent types of cybercrime against organizations include:

Data Breaches: Hackers infiltrate an organization's systems to steal sensitive information such as
customer data, trade secrets, or financial records.
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Ransomware Attacks: Criminals encrypt a company's files and demand payment to release them.
Organizations that are not prepared with backups often end up paying hefty sums.

Malware Attacks: Malware, including viruses, worms, or spyware, can be used to damage or disrupt
organizational networks. Once malware infects the system, it can steal data, cause network outages,
or create backdoors for future attacks.

Denial-of-Service (DoS) Attacks: A DoS attack can cripple an organization's online presence,

preventing customers from accessing websites or services, which leads to financial losses and
reputational damage.

Financial Fraud and Manipulation: Cybercriminals may hack into financial systems of organizations to
commit fraud, alter financial records, or divert funds. This often targets banks, financial institutions,
and organizations with high-value transactions.

Industrial Espionage; Competitors or nation-state actors steal trade secrets and intellectual property to
gain a competitive advantage in the marketplace.

Key Elements of Fighting Cybercrime in India

1.

Legal Framework : India has established several laws to combat cybercrime, with the Information
Technology Act, 2000 (amended in 2008) being the primary legal instrument.

Information Technology Act, 2000: This is the main law governing cybercrime in India. The IT Act
defines various cyber offenses, such as hacking, identity theft, cyberterrorism, and phishing. It also
prescribes penalties for these offenses. Key amendments made in 2008 broadened the scope to cover
more types of cybercrime and increase punishments.

Indian Penal Code (IPC): Certain sections of the IPC, like sections 419 (cheating by impersonation)
and 420 (fraud), are also applied in cases of cyber fraud,

Digital Personal Data Protection Act, 2023: This Actis India's first data protection Act and it establishes
a framework for processing personal data in India.The Act regulates the governance of personal data
collected by organizations and aims at protecting the individual's privacy by empowering them with
rights over the manner in which their data is processed.

Cybercrime Cells: To enforce the law and respond to cybercrime incidents, India has set up
cybercrime cells in many cities, These units, part of the police force, specialize in investigating and
handling cybercrime cases.

National Cyber Crime Reporting Portal: The Indian government launched this portal to allow
individuals to report cybercrimes, especially cyber fraud and crimes against women and children, like
cyberstalking. The portal is available in multiple languages, aiming to reach a wider audience.
State-Level Cybercrime Cells: Most states and major cities have dedicated cybercrime cells that
investigate a range of cyber offenses, from hacking to online fraud.

Indian Computer Emergency Response Team (CERT-In); The CERT-In is India's national agency for
responding to cybersecurity incidents. It works under the Ministry of Electronics and Information
Technology (MeitY) and is responsible for monitoring cybersecurity threats, issuing advisories and
security practices and coordinating with other cybersecurity agencies and organizations globally.

Law Enforcement Agencies: Several agencies in India are involved in fighting cybercrime:
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+  Central Bureau of Investigation (CBI): The CBI has a specialized Cyber Crime Investigation Cell that
handles high-profile cases, particularly those with international dimensions.

«  National Crime Records Bureau (NCRB): NCRB collects and analyzes cybercrime data acrass the
country, helping inform policy and law enforcement.

«  National Critical Information Infrastructure Protection Centre (NCIIPC): This agency is tasked with
protecting critical information infrastructure in sectors like defense, finance, energy, and
telecommunications from cyberattacks.

Conclusion

As technology continues to evolve, so do the tactics and methods of cybercriminals. The digital
landscape provides both opportunities and challenges, and while technology has greatly benefited society, it
has also opened the door to new types of criminal activities. Individuals and organizations must remain
vigilant, adopt strong security measures, and work together to mitigate the risks associated with
cybercrime. With coordinated efforts from governments, law enforcement, and cybersecurity
professionals, the fight against cybercrime can be strengthened, reducing its impact on the global digital
ecosystem.
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CULTURE OF INTEGRITY FOR NATION'S PROSPERITY

Shivendra Singh
Dy CVO/ Traffic

Integrity is more than just a personal value; it's essential for a nation's success. For India to grow and
thrive economically, building a culture of integrity is crucial. Indian Railways, one of the largest public sector
organizations, plays a key role in this. When Indian Railways operates transparently and efficiently, it directly
supports the country's progress.

The theme for Vigilance Awareness Week 2024, “Culture of Integrity for Nation's Prosperity,” highlights
the need for ethical behavior in organizations like Indian Railways. With its large network that serves millions
and helps move goods across the country, Indian Railways is vital to the economy. This article looks at how
integrity in governance, along with the vigilance efforts within Indian Railways, can drive national prosperity.

Integrity in Governance

Integrity ensures transparency, fairness, and accountability in government operations. It helps make
sure public resources are used properly and benefit everyone. Corruption, on the other hand, damages trust
and takes resources away from important projects. In an organization as large as Indian Railways, even
small cases of corruption can affect millions of people and hurt the economy.

Indian Railways employs over 1.25 million people and runs thousands of trains every day, Corruption
in such a large system could have widespread consequences. By ensuring fairness in contracts and
transparent operations, Indian Railways can support India's economic growth and ensure projects are
completed efficiently.

Indian Railways and Transparency

Indian Railways has improved transparency and reduced corruption through the use of digital
systems. E-procurement has made the tendering process more open, allowing all vendors an equal chance.
In 2023-24, contracts worth Rs. 50,000 crore were awarded through e-procurement, resulting in better
quality materials and services. This benefits both passengers and the economy.

Additionally, the adoption of online ticketing, which 74% of passengers used in 2023-24, has reduced
fraud and improved trust in the system.

Vigilance Efforts

The vigilance department in Indian Railways ensures that operations are ethical and transparent. It
works at two levels: the Railway Board (policy-making) and the zonal level (policy implementation).

At the Railway Board level, vigilance audits and inspections identify areas of corruption. In 2023,
irregularities worth ¥ 150 crore were found and corrected. Zonal vigilance officers ensure that these policies
are followed at every level, handling complaints and taking disciplinary action when needed. Over 3,500
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complaints were addressed in 2023-24, leading to action against more than 1,200 employees.

Vigilance also educates employees on the importance of integrity through workshops and training
programs, helping shift the organization toward more ethical practices.
Leadership and Responsibility

Leaders in Indian Railways play a big role in promoting integrity. They set an example by participatingin
vigilance programs and ensuring transparency. However, maintaining integrity is everyone's responsibility.
From top officials to frontline workers, all employees must commit to ethical standards.
Conclusion

Integrity is key to national prosperity, For India to achieve its economic goals, integrity must be at the
heart of all institutions, including Indian Railways. By focusing on transparency, accountability, and ethical
practices, Indian Railways contributes to the nation's growth and sets an example for others to follow.
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CYBER SECURITY ASPECTS IN INDIAN RAILWAYS AND SIGNALING
(ELECTRONIC INTERLOCKING)

Amit Kumar
Dy.CVO/S&T

Indian Railways is under going a digital transformation, leveraging advancements in both operational
technology (OT) and information technology (IT) to enhance efficiency, safety, reliability and service quality-
However, this integration also introduces new security challenges- Ensuring the security of both OT and IT
systems is critical to maintaining the reliability and safety in Railways-

Railway Operational Technology (0T) Systems
Railway OT uses the systems that monitor and control railway operations- Key components of Railway
operations:

» Signaling Systems: Manage train movements using different type of interlocking system and

ensure safe operations.

»  Track Monitoring: Remote Diagnostic and Predictive maintenance system (RDPMS) system to

detect defects in welds, sensor-based monitoring system at bridges and tunnels.

*  Communication Systems: Facilitate communication between trains, control centers and

maintenance teams.

= Power/loco/Crew Management: Controls the distribution and consumption of electrical powers

and Crew management across the railway network.
Railway Information Technology (IT) Systems
Railway T involves systems that manage data and support business processes. Key components include:
«  Passenger Information Systems: Provide real-time information on train schedules and services
i.e. NTES etc.

» Ticketing Systems: Manage ticket sales and reservations like UTS, PRS etc.

DataAnalytics: Analyze data to optimize operations and improve service quality.

= Organizational Systems: Support administrative functions such as human resources, finance,

and asset management like HRMS, AIMS, UDM etc.
Challenges in Securing Railway OT and IT Systems

« Many railway OT systems are outdated and lack built-in security features, making them

vulnerable to cyberattacks.

= The integration of diverse OT and IT systems from multiple vendors complicates the

implementation of comprehensive security measures

= 0T systems require real-time performance, limiting the types of security measures that can be

implemented without affecting operations.

« Railway systems are geographically dispersed, making it difficult to maintain consistent security

across all locations-

«  Cyber threats are constantly evolving, requiring ongoing vigilance and adaptation of security

strategies
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Strategies and Plans for Enhancing Railway OT and IT Security

1.

Network Segmentation:

Implement network segmentation to isolate critical OT and IT systems. This prevents unauthorized
access and limits the spread of threats across the network.

Robust Access Control:

Enforce strict access controls and authentication mechanisms to ensure that only authorized
personnel can access sensitive systems and data.

Regular Patching and Updates:

Keep all OT and IT systems updated with the latest patches and security updates to mitigate known
vulnerabilities.

Continuous Monitoring and Incident Response:

Deploy continuous monitoring systems to detect and respond to abnormal activities in real-time.
Develop anincident response plan to handle security breaches effectively.

Employee Training and Awareness:

Train employees on cybersecurity best practices and the specific security requirements of OT and IT
systems. Educate them on how to recognize and report potential security threats.

Secure Configuration Management:

Maintain secure configurations for both OT and IT systems, regularly auditing them for compliance
with security policies and standards.

Advanced Encryption Techniques:

Use encryption to protect data in transit and at rest, ensuring that sensitive information is secure from
unauthorized access and tampering.

Collaboration and Information Sharing:

Collaborate with industry partners, government agencies, and cybersecurity experts to share
information on threats and best practices, This enhances the overall security posture of the railway
industry-

Cyber Security aspects of Electronic Interlocking System

Cyber security OT audit of Electronic Interlocking system has been done by NSCS (National Security Council
Sectt-) Audit and Assessment Team (NAAT) at few installations over Indian Railways- Based on the audit
done by the agency, important points to be followed for security of Electronic Interlocking systems and Data

logger system-

1-  Any unauthorized software should strictly be prohibited in VDU PC, MT PC and Data logger PC. Only
those software should be allowed which are essential for operation of these PCs. A list of software
(with version number) installed in the PCs should be maintained at stations.

2-  Internet connection and installation of remote access software like "Any Desk" on VDU PCs, MT PC and
Data logger PC should strictly be prohibited.

3- Wireless keyboard and mouse should not be used on VDU PCS, MT PC and Data logger PC. If any such

PC is using wireless keyboard and mouse using a Bluetooth USB dongle, this may be replaced with the
wired keyboard and mouse.
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At one installation, Data logger PC was using windows 7 operating system and the operating system
was not genuine version of Windows. It is recommended to use only genuine operating system and
other software products in the system- It is suggested to install antivirus software in the MTPC and
Datalogger PC.

The officials must use username and password for accessing HMI frames (VDU PCs and MT PC)- Itis
advised that the password used may contain a mix of alpha, numeric and special characters-
Employees should be sensitized and properly trained to keep passwords in secure manner.

It has been observed that employees are frained and well aware of the operational aspect of the El
system but lack knowledge related to security. Employees may be given training on security aspects.

It has been observed that Network switches are having unused network ports. These should be
configured keeping priority to security. Unused ports should be disabled.

In general, the system documentation lacks the software related information like software version,
revision history. System documentation should have software related information like software
version, revision history etc.

At many places, it has been seen that the user authorization levels for accessing logs and data are not
defined and documented. Railways must document the different user authorization levels for
accessing logs and data- The responsibility of management and security of log data is not defined. The
management of log data and its security must be assigned to an Individual. A network administrator
level official from Railways is suggested to monitor the activities at the Centralized Data logger room.
Modification in the control logic and controller configuration should be done with due approval of
competent authority of the zonal railway. Log of modification of control program (Application logic)
should be documented.

These guidelines are essential to ensure security of Electronic Interlocking system from various cyber

security threats.

Similarly for other Railway OT systems and Railway IT systems cyber security is very important.

Railways has taken initiative to set up Indian Railway Security Operation Centre (IR&S0OC) at Zonal Railways,
Production Units, RDSO etc. for safety and security of [T assets at Indian Railways. Ensuring the security of
railway OT and IT systems is not just a technological challenge but a vital component of maintaining public
trust and the seamless operation of one of the important transportation systems.
References-1-EI/TAN/Security Version 1-0 dated 01/03/23
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VIGILANCE, A CHECK ON CORRUPTION

Joy Amit Vandrine
Dy. CVO/ Accounts

The firsttrain in India was flagged off from Bori Bunderto Thane on 16th April 1853 the train was hauled by three
steam locomotives it had 14 coaches and carried 400 passengers. The development of Railways constantly
proceeded and the Railway network went on increasing day by day, at present we have approx 63000 route Km out of
which 64000 Kmiis electrified, about 23000 trains (passenger and goods) are hauled daily. The daily freight loading is
about 3 million tones.

The 12 lakh employees have constantly been contributing to the development and increase of the Railways, still
corruption has crept silently in many areas of the organization. Corruption is a menace which retards the process of
development and it has far reaching detrimental effects on the organization. Corruption refers to abuse of power or
position for persanal gain, It can take many forms including bribery .embezzlement, nepotism, frauds etc.

As per the Corruption Perception Index 2023 India ranks 93 out of 180 countries, India scored 39 marks out of
100. Thus it shows that the level of corruption is 60% i.e. 6 out of 10 persons had to adopt illegal methods to get their
work done. Corruption affects the nations economic progress, In order to curb corruption the Central Vigilance
Commission was set up by the Government of India in 1964, it was set up on the recommendations of Committee on
Prevention of Corruption headed by Shri K. Santhanam,

Vigilance helps in combating corruption in the following ways.

Deter Corruption By propagating that the activities of one is being watched and one is under surveillance.

Prevent Corruption By spreading awareness amongst the citizens not to support corruption and inform about
corruption,

Detect Corruption Identify and investigate corruption, fixing of responsibility and accountability.

The authorities to whom powers are entrusted should exercise their financial powers keeping in mind the
Canons of Financial Propriety and should exercise it judicially and impartially. Also while exercising Financial Powers
and other than Financial Powers it should be seen that there is no Vigilance angle in the same, Vigilance angle is defined
as follows.

(a)  Demandingand/or accepting gratification.

(b)  Obtaining valuable things from a person with whom one has or is likely to have official dealings or

subordinates.

(c) Obtain for himself or any other person valuable things or pecuniary advantages by corrupt or illegal

means or by abusing his position.

(d)  Possession of disproportionate assets,

(e)  Misappropriation, forgery cheating etc.

The purpose of vigilance is not to reduce but to enhance the level of managernial efficiency and effectiveness in
the organization,

Vigilance helps the organization by advising various system improvements, reforms and by introducing
transparency in exercising discretionary powers. Strong vigilance helps in economic growth and social justice. The act
of vigilance is being watchful, alert, attentive in monitoring the activities of individuals and offices thus preventing
wrong doing and corruption.

It can be said that vigilance is essential in combating corruption, promoting accountability and ensuring a just
and equitable society.
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TECHNOLOGICAL ADVANCEMENTS IN RAILWAYS TO ERADICATE CORRUPTION

Navneet Singh
CWI1/Traffic

Technological advancements are playing a vital role in combating corruption in the railway sector by
increasing transparency, efficiency, and accountability. Some key innovations include:

1. *E-Procurement and E-Tendering®: Digital platforms for procurement and tendering processes
reduce human intervention, ensuring transparency, fairness, and minimizing opportunities for favouritism or
bribery. Automated systems track bids, contracts, and transactions, making audits easier,

2. *Online Complaint Systems*: Digital grievance redressal platforms allow passengers and

employees to file complaints against corrupt practices anonymously, encouraging whistleblowing without
fear of reprisal.

3. *Automated Ticketing and Booking™: The introduction of online ticket booking, Automatic Ticket
Vending Machines (ATVMs), and QR-based ticketing systems reduces cash handling and eliminates
intermediaries, reducing the chances of fraud or black-market ticketing.

4. *Real-Time Monitoring Systems*: GPS tracking and data analytics are used for real-time monitoring
of train movements, reducing manipulations in schedules and ensuring operational efficiency. It also aids in
monitoring fuel consumption and staff productivity.

5. *Digital Payroll and Financial Transactions*: Implementing digital payment methods for salaries and
vendor payments reduces the risk of financial discrepancies, fraud, and misappropriation of funds.

6. *Biometric Attendance Systems*; Automated attendance systems using biometrics help eliminate
fraudulent attendance practices ensuring accountability among railway staff.

7. *Al and Data Analytics for Audits*: Advanced data analytics and Al tools are used to detect patterns
of fraud or misconduct by analysing vast amounts of data, improving audit efficiency and pre-empting
corrupt activities.

These technological measures help ensure that railway operations are more transparent, accountable,
and resistant to corruption, leading to a more efficient and trustworthy system.
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“He who fights corruption must
have clean hands.”
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The world has enough for everyone's needs, but not enough
for everyone's greed.- Mahatma Gandhi
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SYSTEM IMPROVEMENT IN GEM TENDERS

Satyendra Nath Singh

Chief Vigilance Inspector [/ Store

In a preventive check of a GeM tender case for procurement of goods in the BSB division, it is found that
the GeM bid was published with an excessive past performance requirement of 80% without recording any
reasons, which is considered to be restrictive as per RB Letter No. 2022/RS(G)/709/4-dated 28.12.2022. It
is also found that there was no self contained note of the tender accepting authority in the tender file.
Therefore, suitable System Improvements related to uniformity in past performance requirements & self
contained note of purchase officer were issued.These system improvements are as under:

1. In all GeM tender cases for the procurement of goods, the past performance requirement should
generally follow the 20% norm with following criteria.

Past Performance "The Bidder or its OEM (themselves or through reseller(s)) should have supplied
same or similar category products for 20% of bid guantity, in at least one of the last three financial years
before the bid opening date to any Central/State Govt Organization/PSU. Copies of relevant contracts
(proving supply of cumulative order quantity in any one financial year) to be submitted along with bid in
support of quantity supplied in the relevant financial year. In case of bunch bids, the category related to the
primary product having highest bid value should meet this criterion”,

2. Incase any deviation is considered necessary and unavoidable to this norm, the reason for the same
should be recorded in detail and approval of authority not below SAG should be taken (ADRM in case of
divisions, CWM (in SAG) in case of Workshop Store Depots and CMM in HQ

3. Aself-contained acceptance note of purchase officer should invariably be documented in the tender
file. This note should clearly bring out the reasons fortender decisions

In addition to above , itis further found that the item procured was reserved exclusively for purchase
from MSEs in terms of RB Letter No. 2010/RS(G)/363/1 dated 05/07/2012. However, this was not explicitly
mentioned in the bid, which could result in awarding the contract to a non-MSE firm. Therefore it was
advised that the tenders invited for procurement of items reserved exclusively for MSEs should clearly
indicate so in the tender eligibility criteria.
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Srno Name of the Pension Fund Sr no Name of the Pension Fund
1 LIC pension fund limited ) Kotak Mahindra pension fund limited
2 SBI pension fund private limited 6 HOFC pension management company
3 UTI retirement solution limited limited
4 ICIC! prudential pension funds 7 Birla Sun Life pension management
management company limited limited

Yord 91 & U | 2016/AC—I1/21/7 faH1® 04 04 2019 % wraeE & & vdiow (whamd/ sifigman)
a1+ ger e 1 v a9 A v 9= 3197 Pension Fund Manager, faded &1 age wad £ |

FHANGT & Scheme Preference Change Tier— @ Pension Fund Selection ITd 2 WRwY Annexure
GoS—S3 Central Recordkeeping Agency, NSDL BT%1 W1 fasan ® | frwas fé1u Central Recordkeeping Agency,
NSDL &T%1 Processing of Scheme Preference Change Request U Standard Operating Procedure (SOP) ST B ®
9 Scheme Preference Change Request @ foTu g faared faar 8-
(I} By login online into the CRA system:- subscribers may also raise an online request in the CRA system far

changing the scheme preference- This request will be an OTP based request and hence] it is imperative that the
subscribers Mobile number is registered with CRA- The request initiated online by the subscriber is
self&authorized and authorisation by Nodal office is not required in the CRA system-

{(Il) Through physical form:- The subscriber will have an option to submit a physical scheme preference change
request form to the associated Nodal office- The subscriber is required to download form GOS-53 (request for
screen preference change) from CRA website (www-npscra-nsdi-co- in) and submit the duly filled form to the
associated Nodal office- The nodal office is required to capture the screen preference change request in the CRA
system and capture the scheme preference change requestin the CRA system-
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SYSTEM IMPROVEMENTS IMPLEMENTED IN THE YEAR 2023 AND 2024

Subject

Department: Accounts & Personnel

Regarding Payment of Hostel Subsidy

Regarding the change in PFM Tier 1 of Railway Employee governed by NPS
Regarding maintenance of the attendance register

Department: Engineering

Regarding Cess Repairworks

Regarding Lump Sum payment of Earthwork

Regarding Legal Vetting by the law office for credentials for Bidders
Regarding Two Packet System of tendering

Department: Electrical

Regarding creation of Ledger on UDM

Department: Mechanical

Regarding Mechanized Laundry

Workshop System Impravement

Regarding mandatory clause and firm's constitutionin tender
Regarding negotiation and estimation of tender

Regarding Onboard staff D cards and cash declaration

Department: Medical

Regarding conveyance allowance of Doctors

Regarding Initial Medical Examination

Department: Security

Regarding Vehicle logbook Maintenance

Department: Signal & Telecom

Precautions to be taken during preparation of work schedule
Regarding issue of HQ controlled high valued items from the S&T store
Regarding Perimetric earth for El

Regarding Improvement in the detailed estimate of Earthing of S&T Equipments

®

Date of Issue

18-09-2023
08-03-2024
12-09-2024

02-08-2023
30-11-2023
15-02-2024
21-02-2024

31-03-2023

13-02-2023
31-05-2023
26-06-2024
26-06-2024
12-07-2024

24-08-2023
25-05-2023

12-01-2023

12-08-2023
12-08-2023
21-09-2023
25-09-2023



Regarding Cable Laying (HDD) Record 16-01-2024

Regarding use of LARs of other zones to justify rate reasonability in case 16-01-2024
of non-availability of unrestricted rates of NER
7 Regarding vetting of Power of Attorney (POA) 05-08-2024
Department: Stores
1 Regarding recovery of general damages 15-05-2023
2  Regardingthe purchase and scrap of Base Assembly 08-08-2023
3  SystemImprovements to prevent leakage/pilferage in Scrap Disposal 17-04-2024
4  Regarding description of items intenders 25-04-2024
5  SystemImprovementin Gem Tenders 18-07-2024
Department: Traffic - Commercial
1 Systemimprovement regarding EFT 24-08-2024
2  Regarding self-declaration of money by STBA Staff 10-09-2024

A copy of the above system improvements is available on the Vigilance Department, NER homepage,
underthe section titied 'Systematic Improvement Initiatives.
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