
\:

Government of India
Cyber Security Do's & Don'ts

Cyber Security Guidelines for
Government Employees

MINISTRY OF ELECTRONICS & INFORMATION

Version 1.4

September 2022

l, II^- crslr{firrrr National

= -= - 
Centre

A-Block, CGO Complex

New Delhi - 110003

Website: https://www.nic. in/

National lnformatics Centre 1

2019/RBCC/7/7/PolicyImplementation/Vol-II
1330584/2022/O/o SR. SYSTEM ANALYST2

46/182



Government of India
Cyber Security Do's & Don'ts

DOCUMENT CONTROL

DOCUMENT NAME: Cyber Security Guidelines for Compliance by CISO

DOCUMENT ID REFERENCE: CSGCC

AUTHORIZATION:

1 Mr. Alkesh Kumar Sharma Secretary, MeitY

2 AS, MeitY Reviewer

3 Mr. Rajesh Gera DG, NIC Reviewer

4 Dr. Sanjay Bahl DG, CERT.IN Reviewer

5 Mr. Sushil Pal JS(eGov), MeitY Reviewer

6 Mr. R.S. Mani DDG, NIC Reviewer

l Dr. Seema Khanna DDG, NIC Reviewer

8 Mr. CJ Antony DDG, NIC Reviewer

Mr. S.S. Sharma8 Scientist-F, CERT-ln Reviewe r

9 Mr. Hari Haran 5SA, NIC Author

National lnformatics Centre 2 I

S. No Name Designation Role

Approving Authority

Dr. Rajendra Kumar

2019/RBCC/7/7/PolicyImplementation/Vol-II
1330584/2022/O/o SR. SYSTEM ANALYST2

47/182



Government of India
Cyber Security Do's & Don'ts

VERSION HISTORY:

DISTRIBUTION LIST:

The following persons hold copies of the documents; all amendments and updates to the

document must be distributed to the distribution list.

DISCTAIMER:

This document is solely for the information of the government employees and

outsou rced/contractua I resou rces.

3

Draft- Added Section-S, Cyber Security

Resources

7)un-20221.1

Draft - Added inputs from CERT-In and

included DNS Server lPv4 and lPv6 lP

addresses.

SJun-2022t.2

Final ReleaseL0-)un-20221.3

Added clauses related to network security,

access control, hosting of websites, logging

and segregated the clauses into various sub-

categories. Guidelines divided into 2 parts, for

com liance by the res ective sta keholders.

t2-Sep-20227.4

Soft copyAcross lndiaGovernment Employees1,

National lnformatics Centre

lssue Date Effective
Date

Description

S. No. Name Location Document type

2019/RBCC/7/7/PolicyImplementation/Vol-II
1330584/2022/O/o SR. SYSTEM ANALYST2

48/182



Government of India
Cyber Security Do's & Don'ts

TaaLE oF CoNTENTS

2. DESKTOP/LAPTOP AND PRINTER SECURITY AT OFFICE 7

4.

5.

5.

7.

8.

9.

10. CYBER SECURTW RESOURCES...... ............13

REMOVABLE MED|A SECUR|W.. ..............12

National lnformatics Centre 4 I

2019/RBCC/7/7/PolicyImplementation/Vol-II
1330584/2022/O/o SR. SYSTEM ANALYST2

49/182



Government of India
Cyber Securitv Do's & Don'ts

1. INTRoDUCIION

lnformation Communication Technology (lCT) has become ubiquitous

amongst government ministries and departments across the country. The

adoption and use of ICT has increased the attack surface and threat

perception to government, due to lack of proper cyber security practices

followed on the ground.

This guideline has been complied with the objective to ensure a sanitized

and secure framework in the Ministries. CISO is required to sensitize the

government employees, contractual/outso u rced manpower a build

awareness from a cyber security perspective as per the Cyber secu rity

guidelines for Government Employees.

The ownerchip of Complionce of this guideline resr with the

Ministry/Depoftment.

of eoch

National lnformatics Centre 5
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1. SCOPE AND TARGETAUDIENCE

The following guidelines are to be adhered to by all government employees,

including outsou rced/contractua l/tempora ry employees, who work for

government Ministry/DePartment.

2. DESKTOP/IAPTOP AND PRINTER SECURITY AT OFFICE

National lnformatics Centre 7

2.1 Use only Standard User (non-administrator) account for accessing

the computer/laptops for regular work. Admin access to be given to

users with approval of CISO onlY.

2.2 Set BIOS Password for booting.

2.3 Ensure that the Operating System and BIOS firmware are updated

with the latest updates/Patches.

2.4 Set Operating System updates to auto-updated from a trusted

source.

2.5 Ensure that the Antivirus client installed on your systems are

updated with the latest virus definitions, signatures and patches.

2.6 Only Applications/software's, which are part of the allowed list

authorized by CISO, shall be used; any application/software which is

not part of the authorized list approved by CISO, shall not be used.

2.7 Always lock/log off from the desktop when not in use.

2.8 Shutdown the desktop before leaving the office.

2.9 Keep printer's software updated with the latest updates/patches'

2.10 Setup unique pass codes for shared printers.

2.11 lnternet access to the printer should not be allowed.

2.12 Printer to be configured to disallow storing of print history.

2.13 Enable Desktop Firewall for controlling information access.

2.14 Keep the GPS, Bluetooth, NFC and other sensors disabled on the

desktops /laptops and mobile phones. They may be enabled only

when required

2.15 Use a Hardware VPN Token for connecting to any lT Assets located

in Data Centre.
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8aJluaf so!lPurJolul leuolleN

'JAST OJq JnOA Ur

apor{ o}ru3of,u l/8urs/v\or8 ale^rJd asn s^el le ',sellruas/uotlelldde
luelJodrur Jaqlo Aue io saf,rruas palelal luaul^ed/8ut)ueq lo
sa)rruas lreura 'salruas/suorlelldde luauruJalog 8utssaf,f,e allqA I',

AllUnf,ls 9NlS/v\OUg iJNUll-Nl'V

suos:ad pazyoqlneun r{ue q1m sp:omssed

lJ-!/v\ Jo apol ssed talur.rd .ro splorrnssed ualsAs a.reqs ],uoc L'E
'(a1qe1 rnoA uo pelsod lo pauurd :aded ureld 'se1ou 1r-1sod/>1rr1s

:xa) ler.raleul palnlasun Aue uo uotleuiJolut ontltsuas laqlo Jo
surer8erp lJomlau 'sassaJppe 61 'sptoanssed Aue urnop allJ/vt ],uo6 g.E

'slueurnlop
papaloldun Aue ur .ro Jas/v\oJq aql u! splo/vlssed ares l,uo6 g.E

'sdde/salrsqal /saf,truas a;dr1;ntu ur p.roivrssed aules aq] asn l,uo0 ,.8
'elqelte^e Ja^ajaq/v\'uotleltluaqlnv Jo]trej-lllnn asn t.€

's,{ep 96 ul atuo }seal 1e sp:oanssed e8ueqf Z.E
'slalreteqc;enads

pue sJaqurnu 'sJapal lleuls 'sta11a; geldeo 1o uorleurqr-uor e Eursn

'srapeJeql g 1o qfual ulnutul.u p rj]!/v\ spro/\,lssed xa;duoc asn I.€

INltll9VNVl,r{ OUO/v\SWd'E

' palalap r{;alerpau.rul r aq plnoqs s,ale/v\uos

Jo lsrl pazrJoqlne aql Jo Ued ]ou aJe leq] suorlerr;dd e/a.rervr4os

Jaqlo pue sutalsls Burle.radg peletrd lle lo asn gI.Z
'sluaunf,op luautulaao8 leulalut Suruuecs to1 (.rauuers ureS

:xa) saorruas Jauuels paseq ddy altqou leulalxa lue asn lou oO /I.Z
'('cla alqet sJasn uo palsod.ro pauutd Jaded ure;d ,sa1ou

1r-1sod/1cr1s :xa) leualeut paJnf,asun Aue uo uorleutloJut altltsuas
Jaqlo lo surer8etp {JolvUau 'sassaJppe dl 

,spJoivtssed altJ/vt lou oOgI.Z

sl.uoO B s,oO 
^lr.rn)aS 

Jaq^l
EIpUI Jo luaruura^oc

I
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6aJluaf sllleurJoJul leuoBeN

'pa.lrnbal uaqis Aluo palqeua aq AeLu Aaql sauoqd alqour aql uo

palqestp srosuas Jaqlo pue JJN 'qloolanlg 'Sd9'lJ-!M aq] daa) €'S
'sleaJql Alr.rnlas ot alqeJaulnA all^ap Jnol a^eal plnol

pue suorpeloJd llunras llrnq-ur Aueur salqesrp ssaco.rd Surlearq

pe; ro Surloog 'arlap allqou rnoA lealqlef .lo looJ t,uo6 Z'S
'saq3led/satrepdn alqe;rene 1sa1e1

aql ql!/vr palepdn sr uralsAs Surlelado alrqour aql leq] aJnsul I'9

^tlunfls 
3ltsor |s

'alrnap rnoA astuordtttoc plnol qrlq/\A 'aBedqe/v\

aren;eulpurqsrqd e o1 peal Aeuu $lutl qlns'saf,truas Jauauoqs lUn
asnqe satrs Eulqsrqd pue sa.re^ leul Auey\ '(/rEsqe/ulo)'llnAull

:xa) IUn pauauoqs Aue Eutuado altq/v\ uollnel aruasqg 0I't
'saLueg,{ue SurAeld ro Eurl;e1sut .ro1 sulalsls 1e1r1go lnol asn l,uoc 6',

(s,are/v\Uos

'slooq-a 's8uos 'sarlot! - paleltd :xa) lauJalu! aqt u.lol]

aJe/v\uos/ ]ualuos pale:rd.to pazlloqlneun Aue peolutrop l,uoo 8',
'Jas/v\o.tq lauielut lnoA ut ('r1a Jeq lootr aul lse'leq loo]

laqlea/y\ 'raSeueut peolu/r^op :xa) sleqlool lyed p,E Aue asn ].uoc z',
'(lla satxoJd 'iol'NdA ssaldx3

'NdA ploN :xa) salrruas uorleztutAuoue 11ed p,€ Aue asn ],uoo 9',
'las/\ oJq

lauJalui aq] uo uolleuJJoJul palelal luauuAed Aue aJols l.uoo s',
'l as/v\oJq

lauJalur aql uo sptorvrssed Pue sauleulasn Aue a:ols l,uo6 ?',
'seqlled/salepdn lsalel aql qlivr palepdn sl .les/$oJq

aql leq] aJnsua pue Jas/y\olq leuJalul aq] ]o uolsla^ lsalel aq] asn €'t
'>1ur; Aue uo 8ur1rt;r ueql raqleJ

'Jeq ssarppe s/as/v\oJq eql uo A1;enueut ',lun/auleu uleuop s,alls

aql adAl'slernle 'paltnba.r st utSo; lasn alaqm salls Sulssalle allq1 Z',

sl,uoO E s,oC Alr,nras raqll
EIpuIJo luauuJa^o5
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OIalluaf slllEuJJolul leuol}eN

'salepdn lsalel aqt Eurneq snlrnrguy qtu$ pauuets aq plnoqs

elep aql 'ralnduror uoJ] alrqon ol elep aql tuura;suer1 aro;ag ST S

'plec fuouaur

leuralur/leuraya pue auoqd :noA 1o dnlreq aur;11o reln8ar a1e1y1 g
'ualols Asol sr auoqd alqoLu aql ]! dlaq plnor qcrqivr

acroqc rnoA jo sraqurnu auoqd pa1:alasatd onq ol sa8essau.r

spuas l;lerrleutolne qltLlivl 3ur>1cet1 altqo6 ]o alnlea] aql asn €I'S
'auoqd a;rqou.: rnoA

ol ssalJe llulsal ol suraped lluncas /apot ssed Aq papalotd

1ro1 pedlal ro auoqd aql llol l;;ecrler-uo1ne ol {rol olne asn ZI'S
'af,r^ap alrqour 1o ssol leorsAqd

Jo aseo ur Surpodar ro] Inlasn aq uel 1 'aull1Jo lt daal pue

alr^ap alrqoul aql Jo raqurnu llyUl ll8!p-ST anbrun aq1 u/r^op atoN II'S
'(uorssrulJad qloolanlg

pue Sd9 Sullsanbal dde tole;nc1ec y:x3) ddy ar.{} lle}sut
ol lou pasr^pe aq ol srasn'dde ue Aq paprnotd ftr;euorpunl aq1

pue pagsanbar suorssrrulad aq] uaaivUaq fuuedsrp Aue ]o asel ulOI'S
'uorssrr.utad qrea 1o

asodrnd aql qluv\ Buole ddy aq1 Aq patrnba: suorssrr-utad atrrrap
aql puetsrepun pue pear A1;n1a:ec ol 'ddv ue 8ur;gelsur eroJeg 6'5

'Suueqs

a1r;.ro Suured qloolanlg .ro1 lsanbal u/v\oulun Aue ldacre l,uo6 g'S
'uJooJ uorssnf,srp

aqt aprslno eaJe paJnfas e ur altqour aql a^eal lo auoqd alrqou_t

aqt Jro-qrlrl^s 'suorssnlsrp anrlrsuas Aue ur Eurledrr;yed a;1q6 1'E
'lla aseq Jasn ssal to uorlelnda.r

peq e seq qcrqm sdde Aue Eurpeo;ur'rrop aJoloq uotlnel aruasqo g's
'smat^al lasn aql peaJ

pue dde aql ]o lluelndod aql paqc 'ddy ue Surpeo;ur,,top aroJeg S'S
'(SOI roJ) a;dde pue

(prorpue ro1) a;8oo9 Jo sarols dde ;ercrgo r-uo.r; sddy peolu/vloo , S

st,uoC I s,oC Alrrnlas JaqAl

Elpul Jo luauruJa^o)
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IIaJlusl sllleul.loJul leuolleN

,,so]]eul alqeslp,, aql llalas s^eMle ',sluauJqlelle Sulpeolu^\op

altq/n so.rreul Sututeluol sluaLUnlop tll!/vl uollnel a^rasqO 8 9
'u olle LUloru I ]uellodtu 

t

sureluol ]eq] slleu a ldfu:ua o] alelqlual lelt8tp lo d9d asn 19
'fUlf-llN o1 Pallodal

Alalerpauu.rr aq plnoqs aules aq] uaql 'fuols!9 urSol aq] ul

panrasqo st Aruedatlslp Aue 11 qe1 ,,Alo1srq ur3o1,, aql uo 3ut1ltlc

Aq a:rnras reurl s,f lN uo salllAllle ur3ol lsed aql Mal^ol A1lelnBa5 9 9
'laPUas umou1un Aq

]uas slreul ut pauleluol ]uaulqlelle lo 1ur1 Aue uado/1:t1l l,uoC S 9

'uollellunLuu-]ol

lellUlo ro] saltnlas lteuJa leulalxa/pazlloqlneun Aue asn l,uoC ,9
'suoslad Pazl lotllneun

Aue qlrm dIO qlene) lo plorvrssed lleu.ra aql aJeqs ]ou oC E 9

'allsqa/v\ Aue uoll PeolumoP

1ou o6 Aluo sa-rols dde allqo[! plle^ u-rol1 dde qrenel peoluMoC Z 9
'lunollv lleurl llN aql

uo parn8rluor st uotleltluaqlnV lollel-lllnn qle^e) leql alnsul I9

 -L|UnSlSllvt^l'9

'pallelsut uollnlos A1t'rncas sn.ll^llue palepdn ue daal sAemly 51 E

'auoqd lnoA ul speolu/v\op llleuolne alqesl6 8T'S

raprnord a)lllas pauJaluol pue uollels

af,rlod ]saleau aql o] A;alerpaulul sallnap ualols Jo 1so1 podag 1I S

'arrnap rnoA astuo.tduuor plnol qslq/v1

'a8edqatr at em;er,u/Surqsrqd e ol peal Aeu s)tull qtrns's/vlau lsalel

Aue lnoqe sltelap aprnold ol u.rlell t{eu .ro 'l1a s}u n olslp/sJ a}}o

Surloxa A9 PaParald aJe slull aql alaq/v\ 'lla elpaul lellos

Jo StAS q8holtll paleqs slull Aue Sutuado allq/vl uollnel a^rasqO 9I'E

st,uoO I s,oO AttrnJaS JaqAl

EIpuIJo luaruura^o5
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uolletIrJo]u! paulJaAU n Aue

aJluaJ strlleuJloJUl leuorleN

.erpaul 
leDos qSnolql

areqs ro lsod Jo qsllqnd tou oo g.g

luauJUJaAOE leuJ alul

'erpauJ 
lBoos uo uotleulJ

Iue aleqs lo lsod .ro

oJutJo sluaul nlop
qsrlqnd lou oO S.g

'r as n/lt eluol
uMou)iun lue Aq luas salJ lo slurl aql uo l}lr lou oC r.g

'slunof,le
erpau.l lerlos aq] aJnlas o] uotlellluaqlne lo]lel-rllnn asn €.g

e Burldarce a.rolaq uos:ad 
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alrqM uotleullolur leuostad Jo atnsodxa/asn aql lolluol pLte ltull_l I.g

AIUnfls vtcll^l tvtfos 
.8
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E'L
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socialany8.7 Do not give share the @gov.inl@nic.in email address on

media platform.

8.8 lt is recommended to use NIC's Sandes App instead of any 3'd

party messaging app, for official communication.

9. SECURITVADVISORYAND INCIDENT REPORTING

9.1Adhere to the Security Advisories published by NIC-CERT

(https://niccert.nic.in) and CERT-ln (https://www.cert-in.org.in).

9.2 Report any cyber security incident, including suspicious mails and

phishing mails to NIC-CERT (incident@nic-cert.nic.in) and CERT-ln

(incident@ cert.ors. in )

10. CYBER SECURITY RESOURCES

The following resources may be referred for more details regarding the

cyber security related notifications/information published by

Government of lndia:

Laws, Policies & Guidelines1 https://www. meity.gov. inlcybersecu rity-

division

Security Advisories, Guidelines

& Alerts
2 https ://www.cert-i n.org. in

3 https://nic-cert.nic. in Security Advisories, Guidelines

& Alerts

Security Tools & Best Practices4 https ://www. csk.gov. in

National lnformatics Centre 13
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5 https://infosecawa re ness. in/ Security Awareness materials

6 hnp://cybercri me.gov. i n Report Cyber Crime, Cyber

Safety Tips

11. Coupueuce

All government employees, including temporary, contractua l/outsou rced

resources are required to strictly adhere to the guidelines mentioned in this
document. Any non-compliance may be acted upon by the respective
CISOs/Ministry/Department heads.

INational lnformatics Centre 14
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