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C VERNMENT OF INDIA
RATLWAY BOARD) -

© No:2016/RBCC/7/7Cyber S surity
/ i

Director General
RDSO, Lucknow

General Manager(S)
All Zonal Railwzys,

ject:- Precautions aga nst ‘Wannacry Ransomware’, - - %

\¥ " L0 L
, An incident of nfection by “Wannacry Ransomware’ -hitting PCs  in
certain railway cffices wi s reported. It appearéed that the local network

. il-{ needs to be made more se ure to, prevent such OCCULTENces. v n -

5
% taken to. prevert the :/stems from

£

getting infected by ‘Wanndery -
Ransomware’ ; ' :

Only ger nine sof ware should be installed on the systems."
Operating S}?st'en and browser should be updated periodically:-

Antivirus should e available on all desktop and signatures should -
- be updated perios ically.

CERT-In has issied an advisory on Wannacry -Ransemware.

‘Same may be foll wed by respective Users. Link for the same is
http://wwvr.cybersw chhtakendra.gov.in/ alerts/wannacry ransomware.html

Info-Sec Commur ty from internet open forum has published one

solution named .~ vanakiwi” for decrypting the files which can

only work if the sy item is not rebooted/restarted.

If the system is r« booted accidently it is suggested to format the
system or restore . rom backup if it is available.

It is further sugg:sted to take system backup of all infected

Systems so that tF : same can be used to decrypt the encrypted
files as and when d «cryptor is available. :

This is for information please. -

(Gaurav Sharma)
DME(C&IS) & CISO
Railway Board

Encl.:- Conv of the renart cuhm fted by the (MR TQ

rag Thi

21 In this regard, it is sugge: :ed that some of the following actions should be .
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CENT E FOR RAILWAY INFORMATION SYSTEMS
{An Or anisation of the Ministry of Raitways, Gowt. of india)

No: MD/CRIS/MISC/2017 - Dated: 24t FMay, 2017.

Addl. Member (C.&IS)
Railway Board

Rail Bhawan

New Delhi.

Sub: Enquiry into ' Vannacry Ransomware’ hitting on Kota Division PCs.
Aok e ' :

As reportec. to Board C&IS and accordingly desired of CRIS, a team cf Soffware
and Network engireer was ¢ 2puted to Kota to enquire into the incident of infection by
“Wannacry Ransoinware” o « some computers of Kota division on 18.05.2017. The
report submitted by the tw engineers is enclosed for kind information. It appears
that the Jocal netwark being sperated through Railnet need to be made more secur= to
prevent such occurrences. ' he local end devices {PCs/Desktops) alse need to have
updated anti-virus software ind no pirated 0S or software should be running on the
PCs being used by the Divisi: n. ' :

7
Encl : As above, /4
- e / N
(Vand4na Nanda)
Managing Director

wme P, Tt frwedt-110021
CHANAK (APURS, NEW DELHI-110021

TR/ TELEPHONE : 24 (4525 24106717 TRE/EAY « A1 44 007



" our Report

LTS T

‘s ‘Purpose of Tour :-

Around 15 Management ! stems/PGs at DRM office of KOTA were infected
. with Wannacry Ransomw: '@ on 18.05.2017.This incident was reported o
. CRIS office for further anal sis and recommendation on further steps.

Purpose of invest gation w: s to asses the situation and identify whether Drata
can be decrypted with a ailable solutions from Info-Sec Community and
recommend further steps ¢ avoid such incidents. : .

« QObservations:-

e 15 Desktop from variot departments like Accounts, Engineering etc were
infected with \Wannacry Ransomware. User Desktop data got encrypted. -

. = First deskiop ‘rom eng eering department was infected on 18.05.2017 at
11:00 hrs which later sf ead on other system. - _ :

¢ Info-Sec Community fr m infemet open forum has published one snlgt_ioﬁ_ T

" named "wanakiwi® for « 2cryptinig the files which can only work if System is
not rebootedirestaried after it is infected with wannacry ransomeware.
Curther discussion witt users it was revealed that all systems have been
restarted by raspective users. Still CRIS Engineers tried to use "wanakiwi"
on infected Sistem but not succeded. : m

‘e These desktcps have windows 7 OS installed out of which some have
pirated version of Of . User desktops with geniune windows are not
installed with patches ¢ nce the time user deskiops are made furictional,

Quick Heal Ativirus P o was installed on Desktop but virus Database was |
not updated. Last upc ate was done on 28.04.2015. Personal firewall of
0S was also disabled. ; hs §

« Internet conrectivity t the User deskicps is provided through 60 Mbps -
leased circut: hired fr im Railnet. Leased circuit from Railnet Router is
terminated on Layer-3 witch installed at KOTA station. -

s, Class B subret 10.14!..0.0/16 is being used for LAN infrastructure. There
are almost 210 user [ 3skiops-in LAN network. As discussed with Railway
officals subnatting is ¢ allenging due to network manageability. |

¢ All PC/Deskiops wer _initially connected on Railnet Network, however
network conr ectivity & infected PC/Desktops were withdrawn.

+ Squid proxy server (ve rsion 2.7) inbuild service of windows 201% sever is

%
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being used as HTTP veb proxy fo provide internet access for users on 'y
Railnet network. Limite | number of websites are being blocked from HTTP
web proxy suerver anc no security features are provided through HTTP

web proxy.

« No dedicate firewall & TM is used being used to provide protestion from
wormes, viruses etc. via internet,

. Suggested Action or Recovery

* As there is no solutic 1 avajlable to decrypt the file once system was
rebooted s0 GRIS tea 1 suggested them to format the system or restore
from backup * it is avai able

* CRIS Team also sigg sted fo take System backup of ali infected System

So that same can be ised to decrypt the encrypted files as and when
decryptor is available. -

* Preventive Action:

@ 'Oper.a_ting System and rowser should be updated per_iodica!iy; '

= Antivirus should be av iitable on all desktop and Signatures shouid be
updated perioclically. et §

* CERT-In has issued an Idvizory on wannacry Ransomware Same: may Ee
followed by respective U sers, Link for same is given below for refarence -

http:/fwww.cyberswag ﬂ_@fgendra.gov.in/alerts/wannaem ransomwar
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