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GOVERNMENT OF INDIA

e @MINISTRY OF RAILWAYS.
TR Yo, R (RAILWAY BOARD)
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L
/,,., / %

No. E(GP) 2018, ’2!25

The General Managers, N Cg'

All Indian Railvways and Production Units.

_ ‘ oo\, (\;\\m«fy
Sub:  Syllabus for professional paper for Selection from Group ‘C’to  o¢ps— &7 Sl

Q Group ‘B’ posts in EDP Centresll‘!‘ Department of Ra;lwavsl
7’ o “

Production Units

~

__/ Ret.  Railway Board’s letter No. E(GP) 2003/2/41 dated 20.05.2004,

A revised syllabus for professional paper for Selection for promotion from Group
‘C’ te Group ‘B’ posts in EDP Centres/IT Department of Ra;fwaysfProductlon Units is
enclosed for guidance. This may be gwen wide. pubilcﬁy and cxrculated amongst the
eligible candidates.

i

2 The revised syllabus sha!l be effective from the date. of jssue of this letter.
However Selections which have been notn‘“ ed naed not be dzsturbed

<

3. Please acknowledge recelpfg., L o
Encl: As above S (MEENAKSHI SALUJA)
' DY.DIRECTOR, ESTT.(GP)II

RAILWAY BOARD |
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- 5- \ZG8/2017

Svliabus for Selection from Group ‘C’ to Group ‘B’ posts in EDP
Centres/IT Department of Railways/Production Units

Establishment Rules & . 50 Marks
Financial Rules '

Professional Subject: o a 100 Marks
The Cendidates are expectéd to supplement their experience ‘b'y a few hours of
study 01 each topic and in this regard certain websites for reference purpose have

also been indicated.

Professional Subject:

1. Basics of computing and information Processing

1.1 Business Data Pfa«:essing

LL1. Basic features of off-life systems, transaction processing systems,.
fnanagement information systers, decision support systems. Graphicat user
interfaces and presentation of information.

) 1.L2. Full familiarity: with ward  processor, spreadsheet -.package',- presentation
rackage, emaii Client and web-browser.  Basics of data storage in a
database management system.

1.2 Computer organisation and Data structufes

1.2.1. Fundamentals of digitai Iogic*cifcuits, binary number system, registers and
counters, microprocessor architecture, memory and input/output devices,
basics of assembly language, -

1.2.2. Data types, stacks, queues, linked lists and other basic data structures,
searching and sorting algorithms, and basic idea of complexity.

1.2.3. Basic features of PCs and servers, printers, backup devices.

rating system, DB and_networki (candidates are |
- expected to specialize in any one area out of Qp_erat‘i_ng Systems, DBMS, or
Networking, with a basic idea of all three areas) e
2.1, Basics of operating systems ‘(proﬁcie‘,ncy in one Unix flavour or one
Windows Server version is expected) ' ' ‘



ekl s

The file system, process management, memory management system

" administration concepts networking tools in operating. Systems 0S level

bazkup and archival, retrieval and disaster management.

2.1.2. Unix flavours, the vi editor, shell programming, basics or grep and awk, user

nd
o
(73]

2.2

2.1,
>33

2l s

2.24,

232
285,

2.3.4,

3.1

Fidads

8,12,

menagement, security features in Unix, Linux.

Thz Windows operating system, including basics of Windows  server; file
management, FAT, FAT32 and NTFS, user management, the active directory,
the Windows registry. i g : ‘

Basics of DBMSs
The relational model, ER model, database normalization concepts.

Bacics of SQL, simple queries, 3oms nested queries, grouping, query
parsing, indexing concepts. ' -

Database administration, tuning concepts, locking and concurrency control,
transaction roll-back and roll forward, database backup and archival.

Pro’iciency in any one DBMS out of Oracle, Sybase, SOL Server, covering the

© concepts given abhove.

Networking and data communication concepts

Basics of data commumcatzon, transmlssmn med:a, network topologies, the

-O&I seven layer model, TCP/IP- ccncepts

LANs and LAN devices, concepts of IEEE 802.3, IEEES0?, 1.5, LAN medla
switching, bas;cs of LAN design.

WANS and WAN dewces, concepts of routing, switched and packet networks,
sagnai mult[plexmg methods, network management. -

Basics of network security,. the Internet, Internet secur:ty, viruses, worms

"and malicious code, intrusion detection.

software development
Basics of systems analysis and design

Maaular application design; methods to elicit user requirements: DFbs ERDs
and process mapping methodologles, screen, report and menu desrgn

Basic idea of component based desagn mterface des;gn, d:rectory serwces E |

web services, object orientation.
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383,

4.1.

4.1.1,

4.1.2.

4,1.3,

&
Zieaen ]

Application Development (Proficiency is expected in any one GUI tool,
3GL, or COBOL, with a basic idea of all three)

Using GUI front-end tools, screen building, connecting to back-end
databases, and report—wntmg (any one of VB, DEK/:DS Power Builder, or
other standard GUI toof).

- Application development in a structured 3 GL (C, Java, C++, C#) programime

constructs in 3 GLs, data types, memory management working with files,
working with databases, using standard llbrarles, the JVM and CLR,

Application development in COBOL, COBOL data structures; file handling in
COBOL, sorting and merging, managing databases using COBOL reporting
and screen development, -

Software engineering concepts

. Software. development cycle, basics of software sizing and estimation.

software project management, project risk management (basic [dea), system
audﬁ: and security, disaster management strategies,

Basics of software testing and quaiity assurance, test plans, block box and
white box testing, module and integration testing, verification, validation and,_
inspection. -

Basics of software testing and guality assurance, test plans, black box and
white box testing, module and integration testmg, verification, validation and
inspection.

Basics of information security, encryption d;g;tal s;gnatures PKI.

QOther: TQQICS in IT (for persons operating in specialized areas)

Basics of CAD/CAM

Graphic devices, 2- D geometry and display algorithms, graphtc operattons, g
D rendering, an:matlon graphic standards.

CAD basic, 2-D draﬂcmg, surfacing, 3-D solid modelling (DFO’FCIEHC‘;!
in using a CAD package):

FEA, part programme generation (prof“ iciency in usmg FEA and part program
genera’uon tools.



4.2,

4.2.1.

2adsls

Bedads

Sedsds

5.2.4

528,

Basics of emhbedded software

Firmware devices, coding and burning, embedded 0OS, embedded application
software, basics of PLCs, ladder logic, using PLC program development tools,
diita loggers efte.

EJP centres in Indian Railways

Data Centre basics

Data centre basic design features, secure areas and access conirol,
workspace planning; air-conditioning and humidity control; rack-motnted
servers and other devices,. structured. cabling, clean power. supply and

earthing, UPS basics.

Data centre operations manual, backup strategles, disaster
ranagement, basic housekeeping and filing of records. i

IT applications in Ind;an Raﬂways (as per areas of working of the
candidate) : ,

FMIS, Payrail Workshaop systermn, Inventory control syétem, Traffic accounts

svstem: detailed knowledge of processes

EDT applications: PRIME/AFRES PMIS MMIS, PAS, FAS QSSs: kncw!edge of
prOCEsses.

PRS, UTS, NTES, FOIS: Basic working.

Locally developed applications: for example STORMS, PURSYS, PINS, EASY,
PLANS, FACT in RCF; Stores, f inance and workshop apphcat{ons in RWF,
DLW, ICF etc

Other deveiopments on Rallways MIS applrcatlons, IR websxtes, Intemet
tu..Ketmg, IVRS., . ;

ICT Inftgstrgcture
6.1 Server Consoildatton and Vlrtuahzatton

(searchservererwrtual1zatlcm techtarget.com)

6.2 Virtualizatioh Systems: VMWare, RHEV, Citrix, Open Stack etc.

(www . redhat.com)
6.3 S{)ﬁwaré Defined Data Centre and Networks

(https://fen.wikipedia.org)



10,

11,

112..I8020000 . .

6.4 Cloud Computmg and its standards, certaf‘ cation '
{(www.cio.com) N

©.5.  Service Oriented Arch{tecture

(http:// www,serv:ce-archftecture.ccm) x e

Mobility S )

7.1 Mobile Apps Technology Arch:tecture and Programmmg
(http://www, smartbridge com) - a el T R
7.2 Mobile Data Management , L 5 '_ g o A
(searchmobilecomputing. techtarget com) ' A T T
7.3 Mobile Devices Management
(https://www.mobileiron, com)

IDA ' '

8.1 Know[edge of UIDAI Authent:ca’uon framework

- (https://authportal, usda; gov. m)

8.2 APl _
(https:/,fwm,webopedia.éom)
Data Analytics

8.1 Use of Desktop/Cloud based Data Anaiyt(cai Toois
(hitps://www.computerworld. com) |

P Fman isti |
10.1. Parameter defi nition and determmatnon of SLA’ :
(https://help.sap. com) - ' :

10.2. Maasurement us:ng Appiication Performance Measurement too
(www, gaiiop net) ‘

Knowledage of stanggms :

1141 T Y3 |
{www.itilcertification.org)

(htip:/iwww.iso.org)
11.3. IS0 27000 '

* (www.iso.org)

11.4. 18O 15288
(www.15288.com) . 4 *
11.5. CMMI



m!a‘*‘

| (https://en.wikipedia.org). o, Y ow
12.  Cyher Segurigg,g\_y_ﬂ s and Q;.:'ggefines_
(nftp:!fmvw.cyberiaWsindia,net)
121 TAst
{httpzifww.iﬂa_w,fn)
12.2. MHA Guidslines
(Fp:/fmha.nic. In/policy-guidelines)
12.3. NCHPC Guidelines
{hffp:!/cis—india.org)
12.4. CERT-IN Guidelines
(h:’tp:/Mww.cértnin.org.én)
12.5. Digital indig Policies
(ht':p:/fmeityigov.in)
12.6. Social Media Guidelines
(hﬁp:ffmefty.gov.in)
12.7. Password Policy
(hitpsri/mai!.nic.im) .
12.8. Guidelines for India Government Websites (GIGw)
_ (hftp:ffguideﬁnes:gov.in} 8 : :
13 Use of Social Media - A
13.1. Twiter = ' -
(ht'tps::’/bwiﬁer.c:mn/twi;ter)
13.2. Facebook
(\Mvw,fa_ceboek,comf}
13.3. You Tube
(https:!fm.youtubé.com/)
13.4. Googie+ etc. .
(hﬁp://www;zigzigger.biogspot.fn)
14.  Website nggl' Qpment ‘
| 141, HTMLS "
(hﬁp:f/www.wasphoois.com)
4.2, XML .
ghttp:/!x*sww.xmFﬁ.‘lfas‘cqm/xmi/.) -






